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Kimberly New, Disclosures 

• Ms. New acts as a consultant to Medicines Company which 
markets medications but not any particular drug diversion tool 
or process.  Ms. New does not promote any specific 
commercial entity in this regard and will not profit from this 
talk relative to her consulting activities. 

 

 

 

 

 

 

 

 
The contents of this activity may include discussion of off label or investigative drug uses. The faculty is 
aware that is their responsibility to disclose this information.  
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Planning Committee, Disclosures 

AAAP aims to provide educational information that is balanced, independent, objective and free of bias 

and based on evidence. In order to resolve any identified Conflicts of Interest, disclosure information 

from all planners, faculty and anyone in the position to control content is provided during the planning 

process to ensure resolution of any identified conflicts. This disclosure information is listed below:  

 

The following developers and planning committee members have reported that they have no commercial 

relationships relevant to the content of this webinar to disclose: AAAP CME/CPD Committee Members 

Dean Krahn, MD, Kevin Sevarino, MD, PhD, Tim Fong, MD, Tom Kosten, MD, Joji Suzuki, MD; and 

AAAP Staff Kathryn Cates-Wessel, Miriam Giles, and Justina Andonian.   

   
All faculty have been advised that any recommendations involving clinical medicine must be based on evidence that is 

accepted within the profession of medicine as adequate justification for their indications and contraindications in the care 

of patients.  All scientific research referred to, reported, or used in the presentation must conform to the generally 

accepted standards of experimental design, data collection, and analysis. The content of this CME activity has been 

reviewed and the committee determined the presentation is balanced, independent, and free of any commercial bias. 

Speakers must inform the learners if their presentation will include discussion of unlabeled/investigational use of 

commercial products. 
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Target Audience 

• The overarching goal of PCSS-O is to offer evidence-based trainings 

on the safe and effective prescribing of opioid medications in the 

treatment of pain and/or opioid addiction.  

 

• Our focus is to reach providers and/or providers-in-training from 

diverse healthcare professions including physicians, nurses, 

dentists, physician assistants, pharmacists, and program 

administrators.   
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Educational Objectives 

• At the conclusion of this activity participants should be 

able to: 

 Define the scope of the problem of healthcare 

facility drug diversion in the United States. 

 Describe methods of diversion and how 

transaction analytics can be used for identification. 

 Describe measures physicians can take to protect 

themselves from being implicated in 

diversion schemes. 
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Sources of Diversion 

The most common sources of diverted medications were 

from:  

1. Drug dealers 

2. Sharing and trading 

3. Legitimate medical practice 

4. Illegitimate medical practice (i.e. pill mills) 

5. Theft 

 

 

(Cicero et al., 2011) 

© Kim New 2016 
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Scope of the Problem 

• All facilities face this issue 

• Diversion can’t be prevented entirely 

• Substantial safety, regulatory and legal risk 

• Mitigate risk with formal program, transparency and 

culture of accountability 

© Kim New 2016 
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What’s at Stake 

Patient Harm: 

• Receiving care from impaired provider 

• Untreated pain  

• Exposure to bloodborne pathogens like Hep C, HIV 

or to unsafe substances. 

 

 

 

 

(Cody et al., 2002) 

© Kim New 2016 
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What’s at Stake 

• DUI accidents 

• “Ga Anesthesia Assistant Arrested For DUI 

Propofol In Wrong Way Crash”  

© Kim New 2016 
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What’s at Stake 

Impact on Diverting Staff: 

• Arrest and criminal prosecution 

• Civil liability 

• Loss of license/imposition of fines by licensing 

board 

• Health related consequences 

• Overdose and death 

© Kim New 2016 
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Ongoing Risks 

• 7,200 McKay-Dee and Davis Hospital patients 

could have been exposed to hepatitis C 

 

• Over 5,000 Scripps Health, Swedish Hospital, 

Honor Health and Northwest Hospital & Medical 

Center patients offered hepatitis C testing 

 

• More than 200 patients seen at Shore Medical 

Center notified of potential exposure to hepatitis C  

© Kim New 2016 
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What Does a Diverting Staff Member Look 

Like? 

© Kim New 2016 
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Who and Why? 

• According to a study by the National Council of State Boards 
of Nursing, approximately 15% of healthcare staff struggle 
with drug dependence at some point in their career.   

 

• High achiever, stellar employee 

• Significant stress in personal life 

• Night shift 

• Prefer vulnerable patient population 

• Likes increased autonomy and less supervision 

• Agency worker or traveler 

• Legitimate prescription for drug being diverted 

 

Generally, healthcare personnel divert for personal use and are 
extremely secretive about it. 

(National Council of State Boards of Nursing, 2012) 

 

© Kim New 2016 
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Occupational factors 

• Suppression of feelings and emotions 

• Compassion fatigue and burnout 

• Physical demands of job 

• Injuries and chronic pain 

• Ease of access to prescriptions and medication 

• Knowledge and sense of control 

© Kim New 2016 
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Where Can Diversion Occur? 

• Anywhere controlled subtances are found by 

anyone intent on diverting 

© Kim New 2016 
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Drugs of Choice 

Injectables: 

• Hydromorphone 

• Morphine 

• Fentanyl 

• Propofol 

 

Pills and liquids: 

• Hydrocodone 

• Oxycodone 

 

(Atluri, et al. 2014) 

© Kim New 2016 
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Drugs of Choice 

• Benzodiazepines (lorazepam, alprazolam, 

clonazepam) 

• Drugs to ease withdrawal and enhance impact of 

opioid (ondansetron, promethazine, 

diphenhydramine) 

• Others (cyclobenzaprine, gabapentin, ketorolac) 

•  Anesthesia gases 

 

 

 

(Fang et al. 2009) 

© Kim New 2016 



How Are They Caught? 

For the Dates 

5/1/2016 to 5/31/2016 

Anomalous Usage Group/Sort by:  SiteID, NursingUnitID, ItemName/Qty-WtdQty Desc, UserID 

© Kim New 2016 
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How Are They Caught? 

© Kim New 2016 

May 2016 Hot List Audit:  Total Count 



Month to Month Comparison 



Month to Month Comparison 

 



Month to Month Comparison 
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Case of ER Nurse CPOE Scheme 

• Nurse allowed to input orders for controlled 

substances in CPOE 

• MD electronic verification of orders 

© Kim New 2016 



Orders Input on Discharged Patients 

© Kim New 2016 
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Diversion Scheme Lasted Over a Year 

• All falsified orders electronically verified by the 

physicians 

• In many instances the physician never had a role in 

caring for the patient 

© Kim New 2016 
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Orthopedic Nurse with Crisis 

• Nurse well respected and admired 

• “I am going on a weekend trip and forgot to arrange 

for a refill on my oxycodone” 

• MD Jones agreed to prescribe enough for her to 

get by until Monday 

© Kim New 2016 
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Orthopedic Nurse with Crisis 

• So did MDs Smith, Miller, Price and Patel 

© Kim New 2016 
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Patient on Comfort Measures 

• Nurse favorite on unit 

• Pulled three doses of hydrocodone during the night 

• Failed to document administration 

• When confronted, stated Dr. Chang gave me a 

verbal order but at the end of the shift he refused to 

sign the order 

© Kim New 2016 
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Patient on Comfort Measures 

• Dr. Chang interviewed 

• “She is a lovely nurse and an extremely good 

nurse, but I never gave those verbal orders” 

© Kim New 2016 
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Patient Difficulty Filling Script 

• Dr. Haynes has a busy office practice with several 

staff  

• Dr. Haynes regularly rounds on her patients when 

they are inpatients at ABC Hospital Center 

• Ms. Roberts was recently admitted to the hospital 

and given a new prescription for pain medication by 

Dr. Haynes 

• Ms. Roberts calls to complain that she can’t get her 

prescription filled because she has received too 

many similar prescriptions in the last month 

© Kim New 2016 
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Patient Difficulty Filling Script 

• Dr. Haynes calls the pharmacy to protest and 

learns that she has allegedly written several 

prescriptions for Ms. Roberts in the past 6 months, 

all of which have been picked up 

• What could Dr. Haynes have done to detect this 

scheme before it had been going on for several 

months? 

© Kim New 2016 



32 

Patient Difficulty Filling Script 

• Ultimately Dr. Hayne’s nurse, who also works at 

ABC Hospital Center is caught trying to pick up a 

fraudulent prescription for Ms. Roberts 

© Kim New 2016 



33 

Using Pandora or RxAuditor When a 

Concern Exists 

• When you have a concern about a staff member, 

voice it early 

• Most hospitals have ongoing diversion auditing by 

nursing leadership and pharmacy 

• The individual may already be on a watch list 

• Analytics programs can be used to identify 

diversion schemes and abnormal usage for a 

particular staff member 

 

 

(Maslakowski, et al. 2012) 

© Kim New 2016 
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Report Therapeutic Failure and Unrelieved 

Pain 

• There have been many cases in which a patient 

has had unrelieved pain despite approriate therapy 

• Tampering must always be a consideration 

• Consider the case of the elderly patient who didn’t 

want to “bother” the nurses… 

© Kim New 2016 
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In Conclusion 

• Diversion by healthcare personnel is a common 

occurrence 

• Diverting staff may try to get medical staff to assist 

in a diversion scheme 

• Patients may suffer unrelieved pain or worse 

• Most hospitals have the technology to review staff 

of concern 

© Kim New 2016 
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PCSS-O Colleague Support Program and 

Listserv 

• PCSS-O Colleague Support Program is designed to offer general information to health 

professionals seeking guidance in their clinical practice in prescribing opioid 

medications. 

• PCSS-O Mentors comprise a national network of trained providers with expertise in 

addiction medicine/psychiatry and pain management.  

• Our mentoring approach allows every mentor/mentee relationship to be unique and 

catered to the specific needs of both parties. 

• The mentoring program is available at no cost to providers.  

 

 

 

 

• Listserv: A resource that provides prompt responses to practice related 

questions/cases from our PCSS mentors and other experts in the field. To join email: 

pcss-o@aaap.org. 

For more information on requesting or becoming a mentor visit: 

www.pcss-o.org/colleague-support 

mailto:pcss-o@aaap.org
mailto:pcss-o@aaap.org
mailto:pcss-o@aaap.org
http://www.pcss-o.org/colleague-support
http://www.pcss-o.org/colleague-support
http://www.pcss-o.org/colleague-support
http://www.pcss-o.org/colleague-support
http://www.pcss-o.org/colleague-support
http://www.pcss-o.org/colleague-support
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PCSS-O is a collaborative effort led by American Academy of Addiction Psychiatry (AAAP) in 

partnership with: Addiction Technology Transfer Center (ATTC), American Academy of Neurology 

(AAN), American Academy of Pain Medicine (AAPM), American Academy of Pediatrics (AAP), 

American College of Physicians (ACP), American Dental Association (ADA), American Medical 

Association (AMA), American Osteopathic Academy of Addiction Medicine (AOAAM), American 

Psychiatric Association (APA), American Society for Pain Management Nursing (ASPMN), 

International Nurses Society on Addictions (IntNSA), and Southeast Consortium for Substance Abuse 

Training (SECSAT).  

 

For more information visit: www.pcss-o.org 

For questions email: pcss-o@aaap.org 
 

Twitter: @PCSSProjects 

 

 Funding for this initiative was made possible (in part) by Providers’ Clinical Support System for Opioid Therapies (grant no. 5H79TI025595) from SAMHSA. The 
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